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Fact sheet: sa Certipost nv @e rtipost

©® Shareholders:
¢ De Post/La Poste - Belgacom
© HQ in Aalst, Belgium

& Sales offices in Amsterdam
and Paris

© Headcount: 85

© Our mission: To facilitate & certify e-
Communications
© Document Delivery Solutions:
¢ B2B: e-Invoicing, e-Supply
¢ B2C: e-Delivery
© Identity Management projects
& Belgian e-identity card
@ Partners include Clear2Pay, SAP,
Asterion, Microsoft, Zetes.

© 1.600 business customers and
70.000 consumers
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Point to point vs. platform business model @ertipost

h Large company SME

Your company

Residential
user

Centralized &

outsourced .
CertiONE
services
platform
Hybrid gateway:
IN: scanning Interconnection
__________ - OUT: printing

One-stop shopping platform for do g R TeINT=SSTPss

exchange
& For citizens — individuals ~ over 70.000 8 Eedl i {eRisr=\V[<Hefelo 6o i
& For companies over 1.600 E increase process
e Systems & applications integration v efﬁciency
¢ Interconnections with banking '
e Hybrid gateway for paper ing = by exchanglng
(TS T T T T T T A business documents
: e-Billing - exchange of e- ! ,~ = electronically
| A A I
i |nv0|ces_ between : i with suppliers,
| companies 1 ] :
5 ) | business and
i T residential customers

e-IDentity — elD for every
Belgian citizen, elD integration &
applications, Identity & Access
Management

\

as easy as email

E.g. elnvoice saves up to
6 EUR per invoice

N
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elD roll out in Belgium
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Content of the elD card

@ertipost

BELGIE BELGIQUE BELGIEN BELGIUM

IDENTITEITSKAART CARTE DIDENTITE PERSONALAUSWEIS IDENTITY CARD

Include permanent information about the citizen:
= Card Number

= Card Validity (Begin & End)

= Card Delivery Municipality

= National Number

= Name & 2 First Names & 1stLetter 3"
= Name

= Nationality

= Birthdate and Birth Place

= Sex

= Noble Condition

Naam / Name Dupont
'Voomamen / Given names Marie Christine
Geboorteplaats en -datum / Place and date of birth Geslacht / Sax

@ Address = information about citizen residence
= Street & Number
= ZIP Code
= Municipality

@ Picture = Citizen Picture in JPEG Format

@ Preference= Include citizen preferences

= Display preferences
@ Language preference

@ertipost




Trust2 : extending the elD capabilities @e rtipost

4 @@ 6 N

¢ Authentication

BELGIQUE™ BELGIEN BELGIUM

@ Data capture . ,,""_"‘_";'-':" = e " . a2
= - Digital rights "T“St

e T T
12.08.2003 - 12.00.3008
Haratanane s 2 S ket

-

Physical
Identification

\_ /

Trust?, a cost-effective and secure way to exchange
business documents with business partners

™ FW: Project status-HIGHLY CONFIDENTIAL - Massnps (=]
DBl EdE Yew fmot Fgmet ook Toble Window Lol P & questionfor heb IS
iidgend| § - |WAGB (@ ¥ 8| ¥ (S| ) opkes.. x| HTML

(udl Tow, nebotind com

[ Ceun
Suijeck: s Prisgact status—-HIGHLY CONFIDENTIAL
R TREED - -A-B s U [EEE == EE]
From: George Cozzl
Sent: Wednesday, March 12, 2003 1:11 FM
To: Karer Kar
Hey, don’t share this with anyone, but look at the email below... Isn't it interesting?
From: Jos Smith
Sent: Thursday, January 23, 2003 10:07 PM
Tot Joe Smith Directs
Confidential
DO NOT FORWARD under any circumstances (please!) 7
@
TE'- ermail will update yvou on the confirmed schedule/feature set for our Idaho release ¥
NECERE

* Today, most communication policies only exist on paper
* Its easy to unintentionally forward e-mails & documents
* Its easy to intentionally share/sell plans w/competitors, press, Internet

@ertipost
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information Protection

Het uitkekben van de verirou-
welifle e-mail is een pijnlijk
vourval.  Zakenbankiers  va
Dewsche Bank. die de
fang van Postbank begoleidt,
hebben het mailbericht met de
waardoring naar minstens een
investeerder  gelekt. Deutsche
Tank heeft al zijn cxcirses nange
Boden bij Deutselwe Post en zei
g dat dhe mail 14 dagen oud s
en enkel een werkve cvatle.
Dhe pamstygroep besliste niettemin
vm]luill achvocaten Dt mandaat
van Dewische Bank 1o laen
andorzoekon.

Do mail heeft het over een

The need: Collaborative working requires persisten

div: Postbank op 4.4 w1

gelijk voor uitstel van de

an het posthedrijf Dewrsche

door Deutsche ank,

1o die Postbank vol-
sutsche Post waard is,

markiwaarde van Postbank van
4.4 1o 5.3 miljard euro. Dat komt

ey
Estenschattingen vo
wanrde van Posth: .
405 miljard  eun
ward. Deutsche Past be
wrijdag dat Posthank

v
[her
mwent dat Postbank veel mees
weaurd is. Hij mikt op & miljasd
vure. D uitgeleble waardesing
geeft velpens waarnemers echier
o good koo van de wi
Posbank. Fen bankier

L en beurga

t
@ertipost

Uitgelekt e-mailbericht brengt
B beursgang Postbank in gevaar

Duitse bank krijgt lager dan verwachte waardering

bij de wansactie bewokken s,
meont dat 4,4 miljard eura waar«
schijlifl: do maximale prijs zal

meer dar
betaben
proce
Deutsche Post wil verkopen, Dat
kot overcen met een waarde-
ving voor heel Postbank van 5
mikljard eura.
ot
1 10

Ll i
Driitse bedsijven
witgesteld, O

ken zijn het slechie markikli-
maat en de vrang van beleggers
maar  stevige  kostingen  voor
niewwe aandelen. De beursgang
van Posthank 15 gepland voar 21
junl

Today’s Policy expression need...

@ertipost

@ Intellectual Property Protection

@ Compliance with regulative frameworks (eg BIPT)
@ Chinese Wall policies

@ Board of Directors information

@ Record Management

@ Product Roadmap

@ Safeguarding Business Intelligence
@ Corporate communications

@ HR information

@ Price lists

@ Communication with lawyers

o

EE




The solution 1"‘“5‘&2

Define and Enforce your usage and distributio

rd, priri, or cogry

m mnrmwmmmcmmnmm[

owr [
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n policies of

your information assets via Information Rights Management

..1n|_|

u-mn-
&2 ulaa,fﬂn-e..s gnn*-‘
= u-»ma'lr_-..aw

PERSONAL AND CONFIDENTIAL
D0 NOT DISTRIBUTE

Dear. |

hltpteeer lnasld o

“Customers have told us that they have 3 nead to keap their sancitive infarmation intamal and accessible to
those who are authorized to use it,” said John Manferdelli, General Manager of Microsoft's Windows Security
group. “Bulding solutions thar. help faciitate that prnciple in a ﬁexlbla way for authars and recipients will add

SecurpAttachment in this effort.” _:I
hitpeifwwe secyreatiachmend.com @
11
The solution: Trust? based on information .
Rights Management @ertlpOSt
2828
N X
S &
@ People S £
ghal N /g
& &
& §
People v K
Information Rights Management
Do not forward
Do not Copy ,
1.
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Trust2 : How does it works ? @e rtipost

=
r . employee identified via
I 3 userlD/password

employee identified ia Read,
Read userlD/password write
access copy &

print
access

employee
authors/protects
a confidential

document/e-mail

Confidential product/pricing
plan

Confidential reporting info
Confidential M&A info
Confidential employee info
Confidential communication
with external lawyers
Confidential communication
within RvB

Confidential customer
information

Read
access

no identification
External lawyer, Trust? identified

&e kg o

Trust?: Information Rights Management +
Authentication + native support in business @e rtipost
applications

@ Trust? is a service available for to any user of any
windows applicatoin combining two components
safeguarding privacy of information

s Authentication of authorized users
* Only authorized users can get access to the info

@

Information Rights Management
¢ Prevention of unauthorized forwarding, printing, copying,..

Current Business Applications include MS Office2003, Internet
Explorer,...

@

]

Extensions do exist for other formats :
* Eg visio, pdf, project,txt, bmp

14
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Information flows within and across .
the organizational borders @e I"tIpOSt

© Publish confidential information on portal only accessible by
authorized members without risk of accidental or intentional
leakages

Safeguard the confidentiality of financial and audit reports
when shared with customer

© Sales manager preventing dissemination of business
intelligence embedded in a proposal

15

Date; 26 May 2004

From: [ Athony Bulpsire
Te: [ Fillp Vranckx, Pater Van der Auwara
Subfect: | Business Plan Truse?

‘Warmest regards

Anthany

R O O I I

LT

@ertipost

By Belgacom & De Fost - La Poste




e A A O I O D

(2]

@ertipost

By Belgacom & De Fost - La Poste

Date: 26 May 2004

Permission

[ Restrict permission ko this document !

Enker the e-mail addresses of users in the Read and Change boxes {example:
‘someone@esxample.com'), Separate names with a semicolond;), To select names
from the Address boak, click the Read ar Change butkon,

& Read... ‘ | 8,

Users with Read permission can read this
document, but cannat change, print or copy
cantent,

& Change... ‘ | g,

Users with Change permission can read, edit and
save changes to this document, but cannat print
content,

More Options. ..

Learn more about permissions

"
L
-

Date: 26 May 2004
Permission
Restrict permission ko this document
Enter the e-mai addresses of users in the Read and Change boxes {example:

‘someone@example.com'}. Separake names with a semicolon(;}. To select names
from the Address book, dlick the Read or Change buttan,

& Rread...

Peter Vander Auwera <petervan@microsaft.d < | 8,

S e |
Users with Read permission can read this LE
document, but cannat change, print or copy
cantent,

& Change... ‘ | -9

Users with Change permission can read, edit and
sawe changes to this document, but cannak print
content,

Mare Options. .

Learn more about permissions




MEMO

Date: 26 May 2004

Fyion & qumtion For bk

fiesirict permission ko tis dacument:

The Follawing users have permissian to this dacument:

Hame Access Level
anthony@info2clear.com Full Control
petervan@microsoft. com Read

Filip, YRANCKX@staff certipost.be  Read

Additional permissions for users:

[ This document expires on:

Enter date in Formak: diFi ey
[] print content
[ Allow users with read access ko copy contant
[[] Access content programmatically
Additional settings:
Users can request additional permissions from:
| maika:anthony@infozclesr. com | 8

[] Allows users with earlier versions of Office ko read with browsers supporting
Information Rights Management. (Increases file size)

Require a connection to verify a user's permission

t Default:

[ETRYED

T L DR T

@ertipost

By Belgacom & De Fost - La Poste

Fram: Bl Chare prmmcr.
§ Pemsson garkadby:
Te: | Fillp Vranckx. Peter Van der Auwera  CC:[ i P4
Chare e

Subject: || Business Plan Trust?

CONFIDENTIAL AND PERSONAL

Dear Sir,

Warmest regards.

Anthary

10
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Date: 26 May 2004

Fram: Bl

Te: [ Fillp Vrancks, Peter Van der Auwera GG 000

Digital Signature

Signatures

The digital signature generated by Office may not constitute a
CONFIDENTIAL leqally binding signature. For more information, read about digital
signatures in Help.

[ETRYED

Ddar Str, The following have digitally signed this document:

signer

Digital ID Issued By

] T
Atkach certificates with newly added signatures

Yiew Certificate. .. Remove

ielp

Anthary

L I N L I T ]

8
(=]
]
a|

ey

MEMO

Date: 26 May 2004

Fram: Bl

Te: [ Fillp Vrancks, Peter Van der Auwera GG 000

Select the certificate you want to use.

[ETRYED

Issued to Issued by Expiration Date

lice SPECIMEN (Sig... SPECIMEM Citizen CA /052006

= il | =)

[ ok J[ concel | [ view Certificate |

L I N L I T ]

8
(=]
]
a|

ey
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Date: 26 May 2004

From: B

Tec | Fillp Vrancks. Peter Van der Auwera  ©C:|
Subjest - Businass Plan
Select Certificate

Select the certificate you want to use.

Issued ko

Issued by Expiration Date
[Ealic= SPECIMER (Au... SPECIMEN Citizen CA 4/05(2006

= I | 3

[ ok J[ cancel

| [ ew certificate |

ey

Gelieve uw electronische identiteitskaart in de kaartlszer te steken

Stoppen

ey

@ertipost
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Identiteit

Let op. u gaat een wettelijk bindends electronische handteksning plaatsen
met uw identiteitskaart
Geef uw PIN in om verder te gaan of kiik op Stoppen

‘aarschuwing: als u enkel wil aanloggen op een web site of een server, geef
uw PIMN MIET in en klik op Stoppen

PN

N
Stoppen

ey

Anther

Signatures

gital Signature

The digital signature generated by Office may not constitute a
legally binding signature. Far more information, read about digital
signatures in Help,
The Fallowing have digitally signed this document;,
Signer Digtal 10 Tssued By~ “% Dats

MEE SPECIME... SPECIMEMN Citizen CA 28/05/2004

< il | 3
ttach certificates with newly added signatures

[tow Cortficate... | [ add.. | [ memove |

ey

@ertipost
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Dato: 26 May 2004

From: Bslpairs Chargn permain...
A Permission granted by:
Ta: Wranckx, Peter Yan der Auwera  CC: o
Charge user.

Subject: | Business plan Trusel

Confidertial and Personal

Please find hereby the business planning of Trust2

Warmest regards

Anthony

8 oo garted br:
Tec | Filip Vranckx. Peter Van der Auwera  CC: Aty oom
Change wser
ﬂ?ﬁ-ﬂ"“’ plan Trust?
Confidential and Parsanal
Daar Sir,
Pleass find hareby the business planning of Trust?
‘Warmest regards
Antheny
b
.
o o | Optons..
T Lot upedaad ORI 1821

14



= pead [ £ g tesdi 4

- fo I

LIV

e

ZNCSrv-procar,. IO e ot gl Fncpient: (s Actachment)...

B TR R T B

A ADonuments and Seeting, . \Test o Recgart g Interre Fag Servicn. .
4. ]

L To: Filip Vrancks, Peter Van der Auwera  CC:

&FE 58 plan Trust?

Cenfidential and Parsenal

Dear Sir,

Please find hereby the business planning of Trust?

Warmast regards

Antheny

T T T T T T T

e S%m a1 Cdl

o

Laer updaad RSN 15:71

E® MEMOInfoZclearTrust 2. dot - Message (HTML)
H Yiew Insert Format Tools  Actions  Help

{15 LBlG LR xS 6 optons.. A5 | @ [
: rial Bl ;.LA“’ Z 0

[ To.. ] |¥RANCK:Filn <Flip.VRANCKX@staff certinost bex; Peter Yander Aunera <petervan@microsoft.comz;
e T
Subject: | MEMOINFozclearTrust2. dot

Attach... b| MEMOInFo2dlear Trustz.dot (110 KE

‘ Attachment Option:

Dear Gentlemen,

As promised, the info as requested.
Warrnest Regards

Anthany %

@ertipost
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o 2clearTrust2.dot - Messape (HTML

flle Edit Wiew Insert Format Iools Actions  Help

Szond | Gl 6 o @ 2 0 e B[R]0 8 ) w6 B ostons.

Al el

 Arial - |10 -|A|nlu|§_
=

To.. WRANCKX Filip <Filip, YRANCKR@staff. certipost.be»; Peter Yander Auwera <petervani@®microsoft.com:;

Cee |

Subject: [ MEMOInfozdear Trustz. dot

[ attach... |

MEMOInfo2clear Trust2.dok (110 KB}

‘ [ attachment options,

Dear Gentiemen,

As promised, the info as requested.
Warmest Regards

Anthony

@ertipost

Belgacom & De Post / La Poste

Content Recipient

32
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Outlook Today - Microsoft Outlook

View Go Tools  Actions  Help

Edit Wiew Insert Format  Tools  Actions  Help

| | anthony Belpaire;

[ Favo [ iy H ‘
SCgape  Subectt  ocmw ‘
&3 C
3 1rg [ Aiah ] L@o’cmw‘doc(momj |[ Attachment Options. ., ]
B3O
Hallo
Folder Sizes

DataFileMafl | hierbij het document

MG

o

| 5] Online

Outlook Today - Microsoft Outlook
! Fle Edit Yiew Go Tools  Actions  Help

sendReseive | [0 Fpa]| @, 1vpe a contort tafind x| @! @aeck @]9 4 M@

: fle Edt Wiew Insert Format Took  Actions  Help

Folde
Data

To... ‘ﬂnthony Belpaire;

. | [
Subject; | OCMW .
[ Cpening Mail Attachmen &l
E=m

‘You should only open attachments from a trustwaorthy source.

Hallo
Attachment: ocmw.dac from QCMYW - Message (HTML)

hierbij het document

Would you like to open the file or save it ta your computer?

MG

[ Open ]L Save | [ Cancel

[#] always ask hefors opening this type of fils

R

| 5] Online

ost
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I Microsoft Word

| This kab lists imparkant status
information about the current:

v y 7| document, There is no status
Microsoft Office Word ] {informatian at this time,

| Get Updates | Options...

I Microsoft Word

This tab lists imporkant status

information about the current

document, There is no status
|inFarmation ak this kime.

Geligve uw electronische identiteitskaart in de kaartlszer te steken

Stoppen

| Get Updates | Options...

@ertipost
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I Microsoft Word

This tab lists imporkant status

Geef uw PIN in op het klavier van de lezer, om u te e i e
z document, There is no status
authentificeren informatian at this time,

1t
QK Stoppen

Get Updates | Options...

cmw. doc (Read-Only) (Signed, unverified) - Microsoft Word

@ Restricted parmission:
Do Hot Distribute
Wiew my permissian...

Tussentijdse financiele rapportering

Jan-Maart 2004

Aan het bestuurscollege

CONFIDENTIEEL

Hoogst persoonlijk en vertrouwelijk

= | | Get Updates | Options...
Last updated: 24/05/2004 16:45

@ertipost
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Tl | pemw. doe: (Read-Only) (Signed, unverified) - Microsoft Word
Bl Edt Wew Insert Fomat Iook Table Window el Type: & question For help

- show~

inal Showing Markup

Status

@ Restricted permission:
= Do Not Distribute

My Permission Wiew my permission, .

.| ¥ou are currently authenticated to view this document
Tussentijd! wisminfozdear .com Change user. .

ou havs the Following permissions:

View: Yes
Edit: Mo
Copy: Mo ||
Print: Mo
A save o
Access the document programmatically: Mo

Full control:

&
Beguest additional permissions...

+ | | GetUpdates | Options..

Last updated: 24/05/2004 16:45

X

I} ocmw. doc (Read-Only) (Signed, unverified) - Microsoft Word

i fle Edt ew Insert  Format Ty 5 qusstion For help
1 Hew.. inal Showing Markup = Show ~
Open... Chri+0
Save Bs.., | ® |
Permission... 5
A B
Page Setup... ==l
1
= Print., I ChHP
Status
Praperties
Restricted permission:
1s: . ) e
Lo o pW 3 Do Mot Distribute
2 5tlocmw_unprotected.doc Wigws my permissior
3 CiMy Dacl,. iRMSiDemo Scenarios.doc . "
hciele rapportering
4 C:h,.iMy DacumentsiRms test, doc lart 2004
@

Aan het bestuurscollege

CONFIDENTIEEL

Hoogst persoonlijk en vertrouwelijk

Get Lipdates | Options...

Last updated: 24/05/2004 16:45

“ o omg

X

@ertipost
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O ocrmw. doc (Read-Only) (Signed, unverified) - Microsoft Word

i Fle Edt Yew Inssrtt Formst Tools Table  Window  Help Type aquestion forhelp =

Can't Unda iz 2| £ Final Showing Markup = Show = | %3 [

Repeat Doc Close  Chrl+Y

Cut Ryl
=l Copy Cri+C
k| OFfice Cliphoard...

2BEUED
s EIDED

I8 Paste kel
Paste glﬁcia\. i ilatts
Paste as Hyperink | @ Restricted permission:
— - | ocMw 3 Da Mot Distribute
Clear 4 View my permission...
Select Al Chrk+a

 ———————— financiele rapportering
4 end. HF bn-Maar 2004
Replare. ., ChrbH
GoTo.. ChrkG
Links.., L
Object et bestuurscollege
CONFIDENTIEEL

Hoogst persoonlijk en vertrouwelijk

Get Updates | Options...

Last updated; 24/05/2004 16,48

“ o ow g

Conclusion @ertipost

@ Trust? for cost-effective and secure way to exchange
business documents with business partners
® DRM
* Leveraging on Microsoft RMS Technology
& Strong Authentication
¢ Leveraging on the Belgian elD
& Policy based for customisation

© Available “out-of-the box” as standard feature of MS Office
2003 Pro (support for extended formats available)
© Different models are available
& Qutsourced
& Insourced
s Hybrid

42

@ertipost

By Belgacom & De Fost - La Poste



Proposed Solution : Hybrid Trust2 model

@ RMS Infrastructure
s Internal :@Company
¢ For employees

& External : @Certipost : Trust?

¢ For non-employees
« Either connected directly to Trust 2
« Either connected to own RMS

@ Strong authentication credentials
= UID/PWD for Proximus internal
& elD for customers

& Professional Token/Smartcard
for non-elD holders

* 100% integrated with existing infrastructure (AD), MS Office Templates,...

Trust’

@ertipost

43

Trust? Case Study (1) : IAB-I.B.R.

@ Usage of a professional
token/smartcard

@ Various confidential
information flows identified

@ Institutes of Tax Accountants and Company Auditors

@ertipost

44
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Trust? case studies (1) : IAB-I.B.R.

@ertipost

© Relations with the Institute

Either via secured e-mail or Intranet secure access

Secure sending of expertise reports, permanent training annual attests, modification of personal or
professional coordinates

Deposit of deontologically requested reports
Disciplinary related documents exchange
Publication of Members Lists, Stagiairs Lists and Masters of “Stagiairs”

@ Relations with confraters
Any confidential information exchange

Exchange of working documents, reports
Any confraternal information exchange

& @

® &

®

@

@ Relations with Third parties & customers
@ Audit Reports
@ Any confidential information exchange

@ Relations with authorities

Any confidential information exchange

Answers to “avis” from the Administration

Fiscal agreement
Complaints introduction

® @& @ &

45
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Trust2 Case Study (2) : Simont Braun

Pilot project : Law Firm Simont Braun

¢ Headquartered in the middle BRAUIN
of the traditional Brussels business district,

The firm Simont Braun is the result of the merger between two
groups of lawyers, one gathered around Lucien Simont and the
other coming from the firm Braun Bigwood

* lts activities cover business law at large, their practice areas are

- Arbitration & Litigation
Corporate law
Finance & Banking
Intellectual property & Competition law
Public and Administrative Law
Real estate and Construction law
Tax & Labor law
Trade practices, E-commerce & Distribution

46
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Trust? Case Study (2) : Simont Braun @e rtipost

© Case study
In the process of deploying Office 2003 Pro

@

@

70 collaborators exchange monthly more or less than
500.000 emails
Trust2 would be the right means for Simont Braun to

¢ exchange confidential documents,contracts with other Lawyer’s
firms

1)

e To provide legal documents just in time, replacing fax
transmission (ex: conclusions, ...)

47

Conclusion @ertipost

@ Trust? for cost-effective and secure way to exchange
business documents with business partners
¢ DRM
* Leveraging on Microsoft RMS Technology
& Strong Authentication
¢ Leveraging on the Belgian elD
e Policy based for customisation
@ Available “out-of-the box” as standard feature of MS Office
2003 Pro (support for extended formats available)
¢ Different models are available
& Qutsourced
& Insourced
s Hybrid

48
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