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ISACA —HSACA

« More than 70,000 members in 170 chapters
established in over 60 countries worldwide,

 Cover a variety of professional IT-related
positions—to name just a few:
— |S auditor,
— IS security professional,
— consultant,
— educator,
— regulator,
— chief information officer
— Internal auditor
— Etc..

More info www.isaca.org 3
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Membership

» Total ISACA membership worldwide: 77,276

3%

» Membership growth in Europe

Feb 2602 NN 5457

Feb 28'03 | 5991
Feb 28 '04 [N 7141
Feb 28'05 [N 5719

Feb 28 '06 | 10933

Feb 2807 | 12503
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ISACA Is also _HSACA

 Member services including:
— Education & Conferences
— Professional Resources
— K-NET
— Standards
— Bookstore
— Discussion Forum
— Glossary
« The IT Governance Institute (ITGI) actively promotes research
and publications in three main domains
— |IT governance,
— IT control and assurance, and
— Security management.

More info www.isaca.org



Research and publications AHSAGA

Sarving IT Governance Profe

New releases:

» IT Control Objectives for Sarbanes-Oxley, 2" Edition

« CoBIT Mapping: Mapping PRINCE2 ® With CoBIT 4.0

o CoBIT Mapping: Mapping ISO/IEC 17799:2005 With CoBIT 4.0

» CoBIT Mapping: Mapping ITIL With CoBIT 4.0

o CoBIT Mapping: Mapping CMMI ® for Development V1.2 With CoBIT 4.0

Projects scheduled for availability in the first quarter:
«  COBIT Mapping: Mapping TOGAF ® With COBIT 4.0

Projects scheduled for availability in the second quarter:

« CoBIT4.1

o IT Governance Implementation Guide Using: COBIT and Val IT, 2" Edition
« CoBIT Control Practices, 21 Edition

o [T Assurance Guide: Using COBIT



Research and publications AHSA[,'A

Projects in development:

o COBIT Mapping: Mapping COSO ERM With COBIT 4.1

o (COBIT Mapping: Mapping NIST 800-53 With COBIT 4.1
o (COBIT Security Baseline, 2nd Edition

e (COBIT in Academia, 2nd Edition

o [Information Security Governance: Implementation Guide

o [T Control Objectives for Basel II
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The IT Governance Institute
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Saturday, 19 May 2007

Newt |T Control Objectives for Basel 1l: The
Importance of Governance and Risk
M for Compli Exposure Draft

9

Cornents on this framework for managing information
tisk in the contest of Basel 1l are invited through 18 June
2007

ITGI Releases CoelT 4.1!

Mewsstversion of ITGI's T governance and control
framework reflects incrernental changes from 4.0. Learn
more

Mew implementation guide, control practices and
assurance guide also available! Mare Info..

CoplT 4.0 in German

See how CoBIT maps to other standards: download
CoaiT Mapping: Overdew of international Guidance, 2nd
Echition.

Second Edition of Sarhanes-Oxley Publication
Available

ITGl has released an updated edition of its well-received
publication, IT Controf Chfectives for Sarbanes-Oxiey,
The first edition, published in 2004, has been
downloaded more than 250,000 times. Companies
around the world have used it as a tool for evaluating IT
contrals in support of Sarbanes-Oxley compliance
Experts frorm mary organizations, including the top 10
accounting and professional firms, provided input and
direction for the update

IT Control ©bjectives for Sarbanes-Cxley. The Role of IT
in the Design and Implementation of Internal Control

Cwer Financial Reparting, 229 Edition (POF, f80k)
Mow available in Japanese (PDF, 2hf)

ITGI Issues Val IT—New IT Value Framework

val IT provides the means to measure, monitor and
optimize the realization of business value from
investment in IT. It complements COBIT fram a business
and financial perspective and will help all those with an
interest in value delivery from IT. This initial series
consists ofthree volumes, available for free download

Search ol [Aoy

i ONEWS fm

Control Objectives for
information and relatec
G
Prit

S Technology

CoeT Focus Mewsletter Archive
CoeiT Focu: i
Introduction to CoeiT
Mew version availahle!
:2: MEET OUR SUPPORTERS ::

» Suppont ITGI's creation of
groundbreaking research|

NEW! |T Assurance Guidance Coming
Soon! Learn ahout ITAS

New Case Studies

v Kuwait Turk

Blackboard Inc.

Canadian Tire Financial Serices

Bahrain Civil Service Bureau

Prudential Financial Asia
COBIT i= a powerful management toal that
helps achieve goals:

COBIT In Use

v Anewlookatthe use of COBIT
within the Swiss public sectar
(#vailable in English, French, Getrman
ot Italian.)

ITGI Responds

+ Read [SACANTGI Response to recent SEC
and PCAOB Exposure Drafts

A response was delivered to the LS
Securties and Exchange Commission's
[SEC) request for comments on its
Concept Release Concerning
Management's Reports on internal
Controd Over Financial Reporting.

Wiew Response (PDF, B0K)

Done
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ISACA Belux Chapter
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1st March 2007

CIBA Lussmbourg Training
zond

ISACA Belgium,
Rue du choux 47 3me étage
1000 Bruxelles, Belgique

Tel : 02/219.82.82 b
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L 15ALA Bk Chapter %] -

CHAPTER EVENTS

Presentations from the following round tables are available (on the Belux Forum):

Topic

Identity Management

Explanation of valIT
The Governance of IT investment

Governance Round Table and New year Drink
+ How to audit Corporate Governance ?

+ IT Governance at NBB
¢ CISM and CISA certification and trai

ing programs

How to sell security

saturday
S T 1T Becurity Forum Hars Wael, kg1 20 January 2007
ah
T weerber 1T BoCuTIty Forum Hars Vsl 695 aturday
z ber 2006
Tuesday
I ker 1T SECUFLY Forum Hare Vasd, KBt ::"Nﬁnvemher

I ..o

19 October 2006

Thursday 21
2006

IT Governance at Belgacom

ERP auditing

How to create a new IT audit function

Thursday
22 June 2006

Thursday
27 April 2006

Wednesday
14 March 2006

Wednesday
1st Feb 2006

Thursday
15th Dec 2005

Thursday 22nd

Cobit Maturity Audit in Software Development

IT Governance Survey
ISACA Body of Knowledge General Meeting /Board elections

ITIL and IT Governance
BCIE Update _
Enterprise value: Governance of IT investments _

Presentation on Cobit 4.0

SAR 7N Certificatinn

Presented by

christophe Sténuit, Ogeris

Erik Guldentops - ISACA
Steven De Haes - LAMS
Dirk Steuperaert - PWC

Patrick Soenen, Qualifizd Audit Partners (QF
Philip De Picker, Audit BNE
Marc Vael, KPMG

Jean-Luc Allard
Georges Ataya (Professor Solvay Business §

Sylvain Brenna (Telindus Luxembourg)
Erilc van den Akker (Head of IT Audit, Belga

K. Claessens (Deloitte)

0. Viseur (Deloitte) ,

E. Moreno-Serano (Deloitte] ,
K. Magnus (Deloitte)

Facilitated by Monique Garsous (Dexis, vp '
Belux )

Peter Van Mol (Manager of Business Davelor
HeliosIT)

Dirk Steuperaert (Director PWC)
Georges Ataya (Prasident ISACA)
Marmik Demets (Managing Director of MSD P

tar Wethmar (Operating Officer of BCIE)

John Torp (Author of *Infarmation Paradox")
Georges Ataya (President ISACA]

Georges Ataya - Prasident ISACA
Greet Yolders - Vice-President ISACA

Georges Ataya - President ISACA
Jean-Paul Declerck - Security Officer st Ubiz
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Additional activities in Belgium

) BCIE - Mozilla Firefox

Fle Edt View History Bookmarks Tools Help
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Belgische Kamer van Chambre belge des Belgian Chamber
experten in Informatica Experts en informatique for IT Experts

Belux Chapler

About BCIE

The Belgum division of the nternational orgamration for computer auditors (ISACA) launched the Belgivm Chamber of IT Expert Witnesses (BCIE) m 2005 to service and support
IT ezperts. The objective of BCIE 15 the support of the proper administration of justice and the early resolution of disputes through fair and unbiased expert ewidence

In an IT related dispute with a technical character, the services of an IT expert is called upon to provide the court with an expert opinion over the causes and consecuence of the facts,
based on their expertise i a given feld. It is not always evident for the court what profile of expert 1s required and who has the correct level of expertise to provide such opimon,
especially in the field of TT.

Currently the judiciary uses dubious lists for which no acceptance criteria 1s applicable. The legislator took cogmzance of this problem and 15 currently working on changing the
lemslation related to ezpert opinions

In the fiture, to be accepted as an expert, the candidate will have to meet certain requirements. ISACA wants to play a leading role in this by providing certified members as
nformation technelegy experts.  Over and above the certification, an few addiional requirements like mdustry- and experiise experience will have te be met mn order to be presented
Benefits az a IT expert
Mermbership
Brms BCIE strives to act as a voice for the IT expert winess community, supporting experts fom all IT disciplines and lawyers who use the services of experts. Its fnctions are to
encourage, tran and educate experts and to improve and maintam their standards and status. BCIE actively works with associated professional bodies to achieve this. BCTE 15
independent of outside commercial interests and is democratic, transparent and fully accountable to its members. The objective of BCIE is the support of the proper administration of
qustice and the eatly resolution of disputes through fair and unbiased expert evidence. To achieve this objective, BCLE:

Home

Contact Us
Knowledge Base
The Experts

Request an Expent + Acts as a voice for IT expert witnesses
FEBEX + Prowides a Code of Conduct for IT expert witnesses
|SACA + Prowides support to experts of all IT disciplines requiring skills and judgment.
-+ Encouragss laweyers to make use of BCIE experts for IT related disputes
+ Engages in the training of IT experts to maintain and enhance standards and their status.
+ Worls actively with other allied professional bodies and assoriations
+ Makes representations to Government and to professional bodies and associations wherever appropriate

(ISACA) Information Systems Audit and Control Association was founded i 1967, Today, ISACA’s membership—more than 47 000 strong wortldwide—is charactenized by its
diversity. Members bve and werk m more than 140 countries and cover a vaniety of professional IT-related postions—to name just a few, IS auditor, consultant, educater, IS security
professional, regulater, chief information officer and internal auditor. Some are new to the field, others are at middle management levels and still others are in the most senior ranks
They work in nearly all industry categories, incliding financial and banking, public accounting, government and the public sector, utiliies and manufacturing, This diversity enables
members to learn from each other, and exchange widely divergent viewpoints on a variety of professional topics. It has long been considered one of ISACA’ s strengths. Another of
ISACA's strengths 1s its chapter network. ISACA has chapters in more than 170 chapters established in ower 60 countries worldwide, and those chapters provide members
education, resource sharing, advocacy, professional networling and a host of other benefits on a local lewvel

The IT Ezperts of I3ACA was grouped to form the Belgian Chamber of TT Expert Wimesses. (BCIE)
ISACA and therefore also BCIE is a member of FEBEX. (Federatie van Belgische Expenenveren@ngen)

(ISACA Admmlstratwe Office)
- Koolstraat 47 3rid floor 1000 Brussels -
Phone : 027219 8282

: v : _

—HSACA
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—— Aaster iFComputer Auditing
UAMS ¥ §Master in e-Business
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Solvay Business School e Executive Master in
IT Gavernance /

Isaca Belux and Solvay Business School are delighted to strengthen their cooperation
to offer selected education sessions for ISACA Belux members to be chosen from the
Executive Master in ICT Audit & Security program :

*Al. IT Systems management (30 hours)

*A2. Internal and IT audit (30 h)

*A3. Review of the IT process (Practical use of COBIT) (30 h)

*A4. IT Legislation and IT forensics (30 h)

*A5. Application Review and Data Analysis (Workshop) (30 h)

*A6. Audit of New Technologies (Workshop - 15 h) (A3 is a prerequisite for A6) / A7.
Service Management - ITIL (15 h)

*B6 Soft skills for IT Professionals (15 h)

C1: Strategy management (16 h)

*C2: Leadership skills (16 h)

14
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CISM —HSACA

» The Certified Information Security Manager® (CISM®) CISMJ
certification program is developed specifically for e |
experienced information security managers and those who
have information security management responsibilities.

 Requirements:

— Successfully pass the CISM exam.

— Adhere to ISACA's Code of Professional Ethics.

— Agree to comply with the Continuing Education Policy.
— Work experience in the field of information security.

More info www.isaca.org 16




CLSA —ISACA

CERTIFED INFORMATHIY SYSTEMS AUDNTOR

CISA Job Practice Areas
IS Audit Process — 10%
 |IT Governance — 15%
« Systems and Infrastructure Lifecycle Management — 16%
o |IT Service Delivery and Support — 14%
* Protection of Information Assets — 31%
* Business Continuity and Disaster Recovery — 14%

Exam dates:
e Saturday 9 June 2007
o Saturday 8 December 2007

17



CERTIFIED INFORMATION
SECURITY MANAGER™

CISM Job Practice Areas

* Information Security Governance (23%)
* Information Risk Management (22%)

* Information Security Program Development (17%)
* Information Security Program Management (24%)

* Incident Management & Response (14%)

Exam dates:
o Saturday 9 June 2007
e Saturday 8 December 2007

18



Exam passers

B June CISA Exam B Dec CISA Exam
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—HSACA

sarving 1T Governan
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What I1s IT Governance?ﬂ%gﬂ“

Leadership, process and structure to
ensure the enterprise’s IT enables and
supports the enterprise's strategies and
objectives by defining:

what key decisions need to be made; &

who is responsible for making them;
how they are made; and

the process and supporting structures
for making them, including monitoring
adherence to the process and the
effectiveness of decisions

N

Resource
Management

Focusing on five areas —

21



What is IT Governance?>/JSACA

sarving 1T Governan

1. Strategic Alignment
Aligning with the business and providing collaborative
solutions

2. Value Delivery
Executing the value proposition throughout the delivery
cycle focussing on IT expenses and proof of value

3. Resource Management
Optimising the development and use of available
resources: knowledge, infrastructure and partners

4. Risk Management
Safeguarding assets, disaster recovery and compliance

5. Performance Measurement
Monitoring results for corrective action through
scorecards

2005 Doing something about it -
2003 - Not doing something about it

ITGI Survey of 700 CEO/CIO’s worldwide by PwC — Oct 2005

Resource
Management

22



The Four “Ares”- continually asking:

The strategic question. Is the investment:
In line with our vision?

Consistent with our business principles?

Contributing to our strategic objectives?

Providing optimal value, at affordable cost, at
an acceptable level of risk?

—HSACA

Are we
doing

the right
things?

Some fundamental questions

Are we

doing them
the right
way?

In the value question. Do we have:

A clear and shared understanding of the expected
benefits?

The architecture question. Is the investment:
In line with our architecture?
Consistent with our architectural principles?

Contributing to the population of our
architecture?

In line with other initiatives?

® Clear accountability for realising the benefits?
B Relevant metrics?
® An effective benefits realisation process?
Are we
getting
the
benefits? about the
value enabled
by IT

The delivery question. Do we have:
u Effective and disciplined delivery and change
management processes?
# Competent and available technical and business
resources to deliver:
@ the required capabilities; and
@ the organisational changes required to leverage the
capabilities?

—J

Source: The Information Paradox
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The Basic COBIT Principle

which : e drive the ; 1]1 ter ol
responds to it b LA investments in
to deliver ‘ that are used
by

Gevernance [Dhivers

CO BI I BUSiness Goqls P01 Define a strategic IT plan
n 7* P02 Define the information architecture

P04 Define the IT processes, organisation and
relationships

P05 Manage the IT investment

P06 Communicate managementaims & direction

PO7 Manage IT human resources

P08 Manage quality

P09 Assess and manage risks

ME1 Monitor & evaluate IT performance IT RESOLRCES P0O10 Manage projects

Framework

MEZ Monitor & evaluate internal control i .
ME3 Ensure regulatory compliance » Applications

ME4 Provide IT governance e Information

¢ Infrastructure
s People

:
:
ORGANISE

MONITOR

EVALUATE
ACOUIRE AnD
[MPLEMENT

DS1 Define service levels
D52 Manage third-party services
DS3 Manage performance and capacity
DS4 Ensure continuous service

DS5 Ensure systermns security

D86 Identify and attribute costs

DELIVER :

DS7 Educate a“d_tfai“ T sErmEmrEs AN Identify autornated solutions

D58 Manage service desk and incidents SUPPORT AR Al:qui]:]l’a and maintain application software
D52 Manage the configuration A3 Acquire & maintain technalogy infrastru cture
DS10 Manage problems Al4 Enable operation and use

DS11 Manage data . . Al5 Procure IT resources

D812 Manage the ph)lfsn:al environment Al6 Manage changes

DS13 Manage operations Al7 Install and accredit selutions and changes




The use of management frameworks ﬂmmm

Serving IT Governance Prolessionals

Positioning of Industry Frameworks

S Govern —

W Strategic = b4
= r_r'-_-_ r;
E Process 5 S
= Control 2. D
'g Process

o Execution

=

= Work

S Irstruction

Manage ! '
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Val IT Initiative
...a value lens into COBIT

CoBIT

Governance & management
of a portfolio of technology
projects, services, systems
& supporting infrastructure

Are we doing
them well?

—HSACA

Serving IT Governance Prolessionals

Val IT

Governance & management
of a portfolio of business
change programmes

28




Val IT / ,
Relationship between Processes & Practices SAGA

|'||I|I'-||l grnance Prolessionalks

Establish governance framework s

. . . . Establish
Provide strategic direction - VG5,
VG VG8 g portfolio parameters S
PM1-5 PM6

Maintain Maintain
resource funding
profile profile

Monitor & PM14

report on
portfolio
performance

PM7- Evaluate & Move selected Manage
10 _ prioritize investments to overall
investments active portfolio portfolio

PM PM11 PM12-13

i i i Document
Identi . . Analyse alternatives Assign :
businefsys Define candidate _ accountability business case
req’ts programme M2 Ve
IM8,

IM1-2
13

Monitor &
report on

Launch Manage Retire

programme programme

execution programme

programme

erformance
IM IM10 IM 11- P
12 IM14

IM15




Val IT Initiative- Deliverables

—ISACA

= — Do {pssionals

ENTERPRISE VALUE:

GOVERNANCE
OF IT INVESTMENTS

The ING Case Study

ENTERPRISE VALUE:
GOVERNANCE
OF IT INVESTMENTS

The Business Case

ENTERPRISE VALUE:
GOVERNANCE
QB IF INVESTMENTS
The Val IT Framework
dP
\ZZI1T fa

Available for free download from:
WWw.isaca.org or www.itgi.org 3o
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Background of IT Auditing —HSACA

o Started in assisting financial auditors in accessing the
data

— Auditing data
— Audit general controls
— Auditing applications controls
 Today additional requirements for IT Audit
— Audit the complete IT Process

— Audit specific environments
— Security audits

— Focus an Risk and on Internal Controls

32



Audit Mission and Planning ; i SACA

To perform an audit planning, the IS auditor should

1. Gain an understanding of the business’ mission, business’
objectives, business’ processes, information and processing
requirements such as availability, integrity and security and
information architecture requirements. In general terms,
processes and technology.

Perform risk analysis.

Conduct an internal control review.

Set the audit scope and audit objective(s).

Develop the audit approach or audit strategy.

Assign resources to audit and address engagement logistics.

ok WN
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—HSACA

Sarving 1T Governance Prolessionals

Business Security Management Processes

Sacunty | i Besiness

Pulicy Lser 1 o incideat ;
Manitoring . Contisuity

Setting Prodisioning | | Management | | 25 | Fiesponse b

Physical Security Corporate Security IT Security
Management Management Management
Cantd bssuance Fireswall
Sowenn | | Business Strategy H e
Accass Devica s & Yulnarability l
Manitoring e s gnmant
Convergence of Enlerprise e ShaTog Security
MAccess Yialation Security Drganizations sion Detaction
Handling 1 l l
Security
Towmal Security Action Plan, Policies, Standards Programmes
Management
Ememgescy
Arcess Process
Information

Security (yovernance:

Guidance for Boards of Directors
and Executive Management
2+ Edition

re 1—CosiT Security Baseline Structure

Introduction |

Information Security Defined

[ Sarvhel 11| Sunvim ConiT
SECURITY
BASELINE

Foma Ligars
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Security

 Research and publications

Security Governance
Security technology

o Security Knowledge Centre

K-NET contains over 6,000 peer-reviewed web
site resources

Pertaining to knowledge covering IT
Governance, Assurance, Security and Control.

 Glossary

e Security Management
Committee

Establishes and oversees the execution
of an ISACA strategy for serving the
information security management
profession.

e Discussion Forum gnormation

Security Manager )

e Career, Forum, Conferences,
etc...

More info www.isaca.org

—HSACA

COBIT Security Baseling {revised) (PDF, 385k Dec 2004 .

Information Security Governance: Guidance for Boards of Directa

e Editinn (POE AONEY Mar 2NNE b
» Project Management: Skills & kKnowledge Requwements in an

Erwiraomnmant (POE BRALY B
» R

Cetifications: 15 Audit (CISAR) & Security (C1SM™)

1S Control

15 Audit, Contral & Security - Specific Enviranmments

IT Governance & Business Manadement

15 Audit, Control & Security - Todls

=
(.

w T 15Auditing

Het Sentric {dntranet/Extranetiinternet) Contral & Security

eBusiness

Telecommunications
Project Management

- 1S Security
1S Security Management

Education

L]
' Cpportunities

B [General Subject Refarenceas]

Frofessional Developiment

= Denotes access limited to ISACA members.

Books & CD-
RiOhs

Fote: Al links will open in a new hrovwser windo,

, Adicles &
Papers

m Laptops

\,{QE,/ Wieh
I \‘?'Resources

m Access Control

m Application Security Issues
m ASIS International

m Authentication

m Awareness Programs

m Biometrics

m Computer Crirme § Farensics
m Data Center

m [Database Security Issue

B E-commerce

m Hacker Related

m |dentity Management

m |dentity Thef

m |ncident Handling

m |nforrmation Privacy

m |nformation Security Policies
m |nformation Systems Security Ass

[General Subject Referend

i

= Disaster Becavery Dired

Glossary

ABCDEEGHIJELMMNDD

Term

Abend

Access control
Access control table
Access method
Access path
Access rights

Accountability
ACK facknowledoerments

Active recovery site

= |nformation Secdrity Fun
Blackley. 2004, 280 pag
m Computer Security Hang
Kabay. 2002, 1,244 pay

m_Inforrmatinn Secoribe dee

{rmirrored)
Active response
Address

Address space

Aeddrac cinn

Wiew entire qlossary in printa
Definition




Further references l ,SACAM

Sarving IT Governance Professionals




—ISACA

Serving IT Governance Prolessionals
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—HiSACA

e Chairman of the Education Committee at ISACA Belux Chapter

 Managed telecommunication and Information Systems at the
Belgian Air Force

» Active involvement with the Belgian Shadow Committee for
developing standards such as ISO/IEC 13335, 27005, 2700x

 Member of the Belgian Chamber of IT Expert Witnesses (BCIE)
for risk management and information security management

* Wide experience in Security Governance as a delegate of
Belgium in NATO and WEU workgroups dealing with information
security management

. Past Senior Security Consultant at Cybertrust (Ubizen) where he was involved with the
development of a process and method for information security risk management (based on
EBIOS) and application with a dozen of clients in countries such as Belgium, United States,
Saudi Arabia, The Grand Duchy of Luxembourg, the Netherlands. Activity domains included
Banking, Finance, Stock Exchange, Media, Telecommunications, Industry, Sciences, and Energy

. Industrial Engineer in Electronics, ETSE Anderlecht (Belgium); Capitaine-Commandant
d’Aviation E.R., Technical Officer (Telecommunications) by the Belgian Air Force; CISM Certified
Information Security Manager (ISACA); CISA Certified Information System Auditor (ISACA).
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Georges Ataya MSCS, PBA, CISA, CISM, CISSP f iSACA
Sarving IT Governance Prolessionals

Professor and Academic Director at Solvay Business School
(www.solvay.edu/it)

— Postgraduate in ICT Audit & Security

— Executive Master in IT Governance
* |nternational Vice President of the IT Governance Institute (www.ITGl.org)
 Managing Partner of ICT Control SA-NV (www.ictcontrol.eu)

 Member of the Belgian association for Board Directors and the International
commission of the Institute for French Board Directors.

» Participated in the development of various publications.
e Georges@ataya.net — www.ataya.info
e 432475705709

i Control

nance Adviso|

The IT G

40



Questions ?

; iSACA w
Sarving IT Governance Professionals

41



